Verification User

V100 -
User selects verification
option

V110 -
User scans barcode

Verification tool (app)

V120 - Is the
content as
expected

V130 -

Notify user that this is the
wrong barcode for verification
and to scan an alterative
barcode or select a different
option

The Verification tool will have other
options such as obtain leaflet, therefore
the user needs to e able to select the

The verification tool should
check the expected content
to prevent bad data being

sent to the GTR

V150 — Does
the scanned
data buffer
have space

V160 -

Notify users that buffer is full
and to retry when on line

activity they wish to carry out

The verification tool should store
the scanned data if there is not
network connection and then
send when back online

Use Case — Verification using an app (v1.8)

V180 -
Send verification request(s)
to GTR

V170 -
Store scanned data & periodically
check for network connection

Verification can occur at
batch or serial number
level

This data will be used by
the Dashboard.

V310 -
Message displayed

GTR

This data will be used by
the Dashboard and
Suspect activity use

case.

This ensures that
negative responses are
not given for products

which are not supported

V190 -
GTR captures data and stores

V200 - Is the
verification
against a
GTIN

V210 — Does

the GTR hold

data for this
GTIN

V300 -
GTR capture:

s verification

result and stores

V250 -

V220 -
Verification
match ?

GTR sends message

V260 -
Send SSCC Serial confirmation

V230 - Was
this against
an SSCC

message

V270 -
Sends Batch confirmation
message

V 280-
Sends GTIN Serial
confirmation message

V240 — Serial
Verification ?

V290 -
GTR sends message that this

product is not supported




GTR

Must always include a
system administrator

VF - 110
Identify dashboard users
impacted by verification

failure

VF-130
Lookup preferred method on
communication (email, etc)

VF 100 -
known GTIN/
Sscc

VF 120 -
Flag verification failure as
GTIN/ SSCC unknown on
system

VF 140 -
notification
via email/
Message

VF 150 -
Send email/message
notification of verification
failure

Use Case — Verification failure (v1.1)

Auditable trace of system This allows resolution of
activity verification failures to be
captured

VF 170 -
notification flagged on
dashboard

. VF 190 - . D VF 220 -
5 thtE;ﬂ CGPI:YESt e | - . " System notifies system
ashboard user has accesse ystem captures commen administrator
the notification

Dashboard User

Flag required so that
administrator can easily
identify verification failures
which have no accountable
manufacturer

VF 160 -
Dashboard user clicks on link
to access details of the
verification failure on
dashboard.

VF 180 -
Dashboard user access the
verification failure through

the dashboard.

VF 200 -
Dashboard user adds
comments to the verification
failure

Sta




GTR

Use Case — Suspect activity (v1.6)

Linking all GTIN+SNs allows

the system to flag unusual This would detect a
activity for unknown GTINs GTIN+SN which has been Thiswould detect a
and Serial Numbers. verified multiple times This would detect a

GTIN+SN which has been

above a threshold. I, GTIN+SN which has been This would detect a
ver|f|e_d in different verified in different GTIN+SN which has
B EHIEEEEDSIEEEE geographic location within a different Batch and/or
SApo0 A short period of time Expiry details

Increase GTIN+SN verification
count by 1

SA-110 SA - 140 SA -200 SA —-220
is the SA-120 Is the FA=1E =10 Are the Batch Were any

verification of Is the country verification ecl>s :zehic e tm;f/ and Expiry suspect
the GTIN+SN location set count above geograp geographic details activity tests

>1 the alert level rll2ErelEn i3 Greten different failed

End

Y Y

SA 150 SA 170 SA 190 SA 210
Flag the verifications in Flag the verifications in Flag the verifications in Flag the verifications in
system system system system SA — 230
Multiple
suspect
activity
triggers?

SA 130
Set the country location

SA 240
Consolidate suspect activity
reasons

SA 250
Send notification to relevant
Dashboard Users

This alert must be sent to all
relevant countries where
triggered by the same
GTIN+SN being verified in
more than one country




Dashboard User

Use Case — Dashboard User Set Up (v1.1)

Access is only available via a
link sent from the system DS - 200
administrator User requests new code

Fields required to send
verification failures must be
mandated.

DS-110
User uses supplied link to
access log in screen

DS - 120
DS - 250

User sets up log in details DS - 140 DS-190 DS - 210
(name, password, secondary User performs test User receives User enters the code User completes/ updates DS - 330
code ? into system details and agrees to usage User logs into the system

authentication method) li
policy

GTR

DS - 230 DS - 260 DS - 270
System notifies user that the All fields System notifies users that the
code is incorrect and to try completed account will be set up once
again and correct ? approved.

DS - 180
5= 10 DS -150 System sends secondary
System.prowdes e CAPTCHA test authentication code and
test and increments attempts - .
successful ? displays authentication screen
by 1 . " .
with option to send again

DS -320 DS - 320
DS - 160 =20 DS_ =2y _ D= 240 System puts account on hold System promotes account to
BE- D70 Sodelcerect SIS M LS LEer pI"OfI|e SEEmSSAsE approval and notifies users with reason live and sends notification to
? and preferences questions request to admin e e | Dashboard User

CAPTCHA .
Send user notice that attempt
reached .
. limit has been reached and to
attempt limit
5 try later.

System Administrator

DS - 290
Administrator logs into
system and reviews account
request

DS - 100
Administrator sends new
acé:::gg?rzts;iw The System Administrator
will have vetted the
request prior to sending
this link to ensure the user
has a legitimate right to
access the system and
understand the profile
type which is going to be
used to set the user up
against.

DS -300
Account
request

approved ?

DS -310
Sets up new account based on
role and access template




Verification User

L 100
User selects leaflet option

L110
User scans the a barcode

Use Case — Leaflet (v1.0)

Verification tool (app)

L 120 — Does
the barcode
use a URL
syntax

L130
Display content using URL

L 140 — Does
the barcode
use a GS1
Digital Link
Syntax

L 150 — Does
the barcode
use a GS1 Al
Syntax with
GTIN

L160
Convert to GS1 Digital Link

L170
Direct request to GS1 resolver

L210
Display content using URL

L 220
Display response from GS1
Resolver

GS1 Resolver

L 180 — Does
the resolver

contain a link
for this GTIN

L 190

L 200
Send response message

Send response message




